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DETAILED ACTION 

1. Applicant's amendment filed on Jan. 07, 2008 has been entered. Claims 1, 3-32, 34 are pending. 
Claims 1 , 3, 1 0, 1 1 , 1 2, 1 9, 20, 30 are amended and Claims 2, 33 are cancelled by the applicant. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections 
set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of this 
title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 3, 4, 6, 9-21, 23, 26-32, 34 are rejected under 35 U.S.C. 103(a) as being unpatentable 
overQi et al (US Patent No. 7,142,671) and in view of Anand (US Patent No. 7,280,657). 

As per claim 1 , Qi teaches: the DES engine having a message input, a cipher key input, and a pre-data 
output, the engine adapted to receive and selectively process a block of data from the message input of 
the security processing circuit during a first DES processing operation, and subsequently to process data 
from an intermediate result during second and third DES processing operations and store an intermediate 
result of the third DES processing operation to the pre-data output [Fig. 4A, col. 7 lines 6-67-col. 8 lines 1- 
20, lines 44-67, col. 9 lines 1-14]; a security keys circuit having a set of cipher keys input and a key output, 
the security keys circuit operable to select and transfer a different cipher key to the key output coupled to 
the cipher key input of the DES engine selected from the set of cipher keys associated with each DES 
processing operation during the first, second and third DES processing operations [Fig. 4A - 419 col. 8 
lines 29-64]; and a data output circuit having a pre-data input and a data output, the pre-data input of the 
data output circuit coupled to the pre-data output of the DES engine, and the data output selectively 
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coupleable to the host system, the data output circuit operable to further security process data from the 
pre-data input and to selectively exclusive OR an initialization vector with the processed data and latch a 
final third DES result to the data output of the security processing circuit for use by the host system [Fig. 
4A, 1, col. 7 lines 6-67-col. 8 lines 1-20, lines 44-67, col.9 lines 1-14], wherein the DES engine comprises: 
a permutation block having the message input and a permutation output, the permutation block operable to 
receive a block of data at the message input and to perform an initial permutation of the message input 
data and provide a permutation result at the permutation output [Fig. 4A, 4B, 5, col. 7 lines 6-29, col. 9 
lines 15-19]; a data input multiplexer having a first and second input and a data selection output, the data 
input multiplexer operable to select and couple one of the first and second inputs to the data selection 
output; an intermediate result register having a data input, a clock input, and a latched data output, the 
register operable to store fight and left half results of the initial permutation or of a cipher process based on 
data present at the data input upon receipt of a clock signal at the clock input; a pre-data output multiplexer 
having a first and second input and a data selection output, the pre-data output multiplexer operable to 
select and couple one of the first and second inputs to the data selection output [Fig. 4A,4B]; and a pre- 
data output register having a data input, a clock input, and a latched data output [Fig. 4A, 4B], wherein the 
permutation output of the permutation block is coupled to the first input of the data input multiplexer, the 
data selection output of the data input multiplexer coupled to the data input of the intermediate result 
register, the latched data output of the intermediate result register coupled to the data input of the cipher 
blocks having the cipher output of the cipher blocks feedback coupled to the second input of the data input 
multiplexer and to the first input of the pre-data output multiplexer the data selection output of the pre-data 
output multiplexer coupled to the pre-data output register, the latched data output of the pre-data output 
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register feedback coupled to the second input of the pre-data output multiplexer and the pre-data output 
[Fig. 4A, 4B, 5, col. 7 lines 6-67-col. 8 lines 1-20, lines 44-67, col.9 lines 1-32]. 

Qi teaches cipher block for performing the ciphering process and providing the result to the intermediate 
register as above. 

Anand teaches: eight cipher blocks having a data input, a key input, and a cipher output, operable to 
receive data at the data input and a key at the key input, to perform the cipher process comprising right 
and left halves of cipher process on the data at the data input employing the key, and to provide a first and 
second cipher result cycle of each of the three DES processing operations [Fig. 1, 2A, 2B, col. 3 lines 32- 
52, col. 4 lines 3-25]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to combine Anand with Qi, since one would have been motivated to increase the security or to make 
a cipher stronger and perform the encryption and decryption in less time [Anand, col. 2 lines 3-5, 35-41]. 

As per claim 3 , the rejection of claim 2 is incorporated and Qi discloses: 

wherein the DES engine is further operable to perform the initial permutation of 
the message input data using the permutation block, initially select the permutation 
result with the data input multiplexer and couple and store the result to the 
intermediate result register during a data input latch cycle, to transfer the initial result and the cipher key 
from the security keys circuit to the cipher blocks for cipher processing and intermediate storage of the 
right and left halves of the first step cipher results subsequent to selection of the second input of the data 
input multiplexer into the intermediate result register during the first cipher process cycle, to transfer the 
stored intermediate result and the cipher key from the security keys circuit to the cipher blocks for cipher 
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processing and intermediate storage of the right and left halves of the second step cipher results 
subsequent to selection of the second input of the data input multiplexer into the intermediate result 
register and the pre-data output register subsequent to selection of the first input of the pre-data output 
multiplexer during the second cipher process cycle of the first DES processing operation, and wherein the 
DES engine is operable to repeat the first and second cipher process cycles for the subsequent second 
and third DES security processing operations of the security processing circuit [Fig. 4A, 4B, 5, col. 7 lines 
6-67-col. 8 lines 1-20, lines 44-67, col.9 lines 1-32], and latch the intermediate result of the third DES 
operation to the pre-data output of the pre-data output register of the DES engine, using the selection of 
the second input of the pre-data output multiplexer during the third DES processing operation of the 3DES 
security processing [Fig. 4A, 4B, col. 8 lines 44-67-col. 9 lines 1-14]. 

Anand teaches eight cipher blocks for cipher processing [Fig. 1, 2A, 2B, col. 3 lines 32-52, col. 4 lines 3- 
25]. 

As per claim 4 , the rejection of claim 3 is incorporated and Qi discloses: wherein the 3DES processing is 
completed in three single DES processing operations [col. 5 lines 35-42, col. 8 lines 65-67]. 
As per claim 6 , the rejection of claim 3 is incorporated and Anand discloses: Wherein the first, second and 
third DES processing operations each have a duration of two clock cycles [Fig. 1, 2A, 2B, col. 3 lines 32- 
52, col. 4 lines 3-25]. 

As per claim 9 , the rejection of claim 1 is incorporated and Qi discloses: coupled to one or more of the DES 
engine, the security keys circuit, and the data output circuit for timing clock cycles of the first, second and 
third DES processing operations of the 3DES processing for the security processing circuit [Fig. 4A, 4B, 5]. 
As per claim 10 . the rejection of claim 1 is incorporated and Qi discloses: 
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a set of cipher keys input, wherein the set of cipher keys comprise three different cipher keys, each cipher 
key associated with one of the three DES processing operations of the 3DES security processing [Fig. 4A]; 
a keys input multiplexer having a set of cipher keys input, and a cipher key selection output, the keys input 
multiplexer operable to select and couple a cipher key to the cipher key selection output [Fig. 4A]; and a 
security keys register having a data input, a clock input, and a latched data output, the register operable to 
store the cipher key selection associated with one of the three DES processing operations of the 3DES 
security processing based on cipher key 

data at the data input upon receipt of a clock signal at the clock input, the latched data output of the 
security keys register coupled to the key input of the cipher blocks [Fig. 4A, col. 8 lines 29-67, col. 9 lines 
1-14]. Anand teaches the eight cipher blocks [Fig. 2A]. 

As per claim 1 1 . the rejection of claim 10 is incorporated and Qi discloses: the keys input multiplexer is 
operable to receive the three cipher keys and to selectively couple one of the three cipher keys associated 
with a DES processing operation to the DES engine during the three DES processing operations of the 
3DES security process [Fig. 4A]. 

As per claim 12 . the rejection of claim 1 is incorporated and Qi discloses: an inverse permutation block IPB 
having a pre-data input and an inverse 

permutation output, the block operable to receive and further security process the pre-data output from the 
DES engine, performing an inverse permutation of the pre-data and transfer the processed data to the 
inverse permutation output [Fig. 4A, col. 9 lines 58-67, col. 10 lines 1-14]; an XOR gate XOR having a 
processed data input, an initialization vector input, and an XOR gate output, the XOR gate operable to 
selectively exclusive OR the initialization vector at the initialization vector input together with the processed 
data from the inverse permutation output of the inverse permutation block coupled to the processed data 
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input, and transfer the XOR data to the XOR gate output [Fig. 4A, 4B, col. 8 lines 44-64]; a data output 
multiplexer having a first and second input, a selection control signal, and a data selection output, the data 
output multiplexer operable to select and couple one of the first and second inputs to the data selection 
output, based on the state of the selection control signal, the first input coupled to the XOR gate output, 
and the second input coupled to a data output register [Fig. 4A, 4B]; and the data output register having a 
data input, a clock input, and a latched data output, the register operable to store the output data results of 
the third DES process based on data present at the data input upon receipt of a clock Signal at the clock 
input, the latched data output of the data output register feedback coupled to the second input of the data 
output multiplexer to insure latching of the data at the output, wherein the data output circuit is operable to 
further security process data from the pre-data input and to selectively exclusive OR an initialization vector 
with the processed data and latch a final third DES result to the data output of the security processing 
circuit for use by the host system [Fig. 4A, 4B, 5, col. 8 lines 44-67, col. 9 lines 1-14]. 
As per claim 13 , the rejection of claim 12 is incorporated and Qi discloses: the data output circuit is 
operable to further security process data from the pre-data input and to selectively exclusive OR an 
initialization vector with the processed data and latch a final third DES result to the data output of the 
security processing circuit for use by the host system [Fig. 4A]. 

As per claim 14 . the rejection of claim 1 is incorporated and Qi discloses: wherein the security processing 
circuit resides within a network interface device of a host system for performing 3DES encryption and 
decryption services for the host system using a DES engine [Fig. 1 , 4A, col. 3 lines 39-57]. 
As per claim 15 . the rejection of claim 1 is incorporated and Qi discloses: a network interface device 
coupled with the security processing circuit, the network interface device being adapted to selectively 
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encrypt outgoing data from the host system to cryptographically process data for transmission to the 
network [Fig. 1, 4A, 4B]. 

As per claim 16 , the rejection of claim 15 is incorporated and Qi discloses: the network interface device 
comprises a bus interface, a media access control system, and the security processing circuit [Fig. 1]. 
As per claim 17 , the rejection of claim 16 is incorporated and Qi discloses: the network interface device is a 
single integrated circuit [Fig. 1]. 

As per claim 18 , the rejection of claim 1 is incorporated and Qi discloses: the circuit comprises an IPsec 
circuit adapted to selectively provide authentication, encryption, and decryption functions for incoming and 
outgoing data [Fig. 1,2]. 

As per claim 19 . it encompasses limitations that are similar to limitations of claim 1 . Thus, it is rejected with 
the same rationale applied against claim 1 above. 

As per claim 20 , the rejection of claim 19 is incorporated and it encompasses limitations that are similar to 
limitations of claim 3. Thus, it is rejected with the same rationale applied against claim 3 above. 

As per claim 21 . the rejection of claim 19 is incorporated and it encompasses limitations that are similar to 
limitations of claim 4. Thus, it is rejected with the same rationale applied against claim 4 above. 

As per claim 23 , the rejection of claim 19 is incorporated and it encompasses limitations that are similar to 
limitations of claim 6. Thus, it is rejected with the same rationale applied against claim 6 above. 

As per claim 26 . the rejection of claim 19 is incorporated and it encompasses limitations that are similar to 
limitations of claim 9. Thus, it is rejected with the same rationale applied against claim 9 above. 

As per claim 27 , Qi discloses: selecting a permutation result of the initial permutation to couple the result to 
an intermediate result register during a first DES process; storing the permutation result in the intermediate 
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result register [Fig. 4A col. 7 lines 12-61]; cipher processing the stored permutation result using an cipher 
block to generate an intermediate result of the cipher processing; selectively storing the intermediate result 
in the intermediate result register [Fig. 4A, 4B, 5, col. 8 lines 10-53]; cipher processing the stored 
intermediate result using the cipher blocks to generate a first DES result of the cipher processing [Fig. 4A, 
4B col. 8 lines 44-67, col. 9 lines 1-14]; and selectively storing the first DES result in the intermediate result 
register [Fig. 4A, 4B]. Qi teaches cipher block for performing the ciphering process and providing/storing 
the result to the intermediate register as above. 

Anand teaches: eight cipher blocks to generate an intermediate result of the ciphering processing; 
ciphering processing the stored intermediate result using the eight cipher blocks to generate the DES 
result of the cipher processing [Fig. 1 , 2A, 2B, col. 3 lines 32-52, col. 4 lines 3-25]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to combine Anand with Qi, since one would have been motivated to increase the security or to make 
a cipher stronger and perform the encryption and decryption in less time [Anand, col. 2 lines 3-5, 35-41]. 

As per claim 28 , the rejection of claim 27 is incorporated and Qi discloses: wherein a second DES process 
further comprises: cipher processing the stored first DES result using the cipher blocks to generate a 
second intermediate result of the cipher processing [Fig. 4A, 4B, col. 8 lines 29-43]; selectively storing the 
second intermediate result in the intermediate result register [Fig. 4A, 4B]; cipher processing the stored 
second intermediate result using the cipher blocks to generate a second DES result of the cipher 
processing [Fig. 4A, 4B, col. 8 lines 29-43]; and selectively storing the second DES result in the 
intermediate result register [Fig. 4A, 4B, 5, col. 8 lines 44-67, col. 9 lines 1-14]. 

Anand teaches: a second DES process further comprises: eight cipher blocks to generate an intermediate 
result of the ciphering processing; ciphering processing the stored intermediate result using the eight 



Application/Control Number: 10/730,681 Page 10 

Art Unit: 2135 

cipher blocks to generate the DES result of the cipher processing [Fig. 1, 2A, 2B, col. 3 lines 32-52, col. 4 
lines 3-25]. 

As per claim 29 , the rejection of claim 28 is incorporated and Qi discloses: 

cipher processing the stored second DES result using the cipher blocks to generate a third intermediate 
result of the cipher processing [Fig. 4A, 4B, col. 8 lines 29-67, col. 9 liens 1-14]; selectively storing the third 
intermediate result in the intermediate result register [Fig. 4A]; cipher processing the stored third 
intermediate result using the cipher blocks to generate a third pre-data DES result of the cipher processing 
[Fig. 4A, 4B, col. 8 lines 44-67]; selectively storing the third pre-data DES result in the intermediate result 
register and selectively storing the third pre-data DES result in a pre-data output register [Fig. 4A, col. 8 
lines 44-67]; performing an inverse permutation of the third pre-data DES result [Fig. 4A, col. 9 lines 34- 
65]; exclusively ORing the result of the inverse permutation with an initialization vector to generate a 3DES 
result [Fig. 4A, col. 8 lines 57-64]; and selectively latching the 3DES result to a data output register [Fig. 
4A]. 

Anand teaches: a third DES process further comprises: eight cipher blocks to generate an intermediate 
result of the ciphering processing; ciphering processing the stored intermediate result using the eight 
cipher blocks to generate the DES result of the cipher processing [Fig. 1, 2A, 2B, col. 3 lines 32-52, col. 4 
lines 3-25]. 

As per claim 30 . Qi discloses: 

receiving data of a permutation result of the initial permutation to a data input multiplexer during a first DES 
process [Fig. 4A col. 7 lines 12-61, 4B]; selecting and coupling the permutation result at the data input 
multiplexer to an intermediate result register; storing the permutation result in the intermediate result 
register[Fig. 4A, 4B]; 
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transferring the stored permutation result and a cipher key to an cipher blocks for cipher processing; cipher 
processing using the cipher blocks to generate data of an intermediate result of the cipher processing [Fig. 
4A, 4B, 5, col. 8 lines 10-53]; storing the intermediate result in the intermediate result register [Fig. 4A, 4B]; 
transferring the stored intermediate result and the cipher key to the cipher blocks for cipher processing 
[Fig. 4A, 4B]; cipher processing the intermediate result data using the cipher blocks to generate a first DES 
result of the cipher processing [Fig. 4A, 4B]; and storing the first DES result in the intermediate result 
register [Fig. 4A, 4B]. 

Anand teaches: a DES process further comprises: eight cipher blocks for ciphering processing; ciphering 
processing using the eight cipher blocks [Fig. 1, 2A, 2B, col. 3 lines 32-52, col. 4 lines 3-25]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to combine Anand with Qi, since one would have been motivated to increase the security or to make 
a cipher stronger and perform the encryption and decryption in less time [Anand, col. 2 lines 3-5, 35-41]. 

As per claim 31 , the rejection of claim 30 is incorporated and it encompasses limitations that are similar to 
limitations of claim 28. Thus, it is rejected with the same rationale applied against claim 28 above. 

As per claim 32 , the rejection of claim 31 is incorporated and it encompasses limitations that are similar to 
limitations of claim 29. Thus, it is rejected with the same rationale applied against claim 29 above. 

As per claim 34 . it encompasses limitations that are similar to limitations of claim 30. Thus, it is rejected 
with the same rationale applied against claim 30 above. Further, Anand teaches transferring the first 
intermediate result data from the register to a set of eight ciphering block for ciphering processing during a 
first cycle of the DES processing; DES processing the data using the set of eight cipher blocks to produce 
a second intermediate result; transferring the second intermediate result data from the register to the set of 
eight cipher blocks for cipher processing during a second cycle of the DES processing; storing the 
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intermediate result back in the intermediate result register on the second cycle of the DES processing [Fig. 
1 , 2A, 2B, col. 3 lines 32-52, col. 4 lines 3-25]. 

3. Claims 5, 7, 8, 22, 24, 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over Qi et al 
(US Patent No. 7,142,671) in view of Anand (US Patent No. 7,280,657) and in view of Callum (US Patent 
No. 6,985,581). 

As per claim 5 , the rejection of claim 3 is incorporated and Callum discloses: 

wherein the 3DES processing is completed in eight clock cycles [Fig. 3 col. 2 lines 46-67, col. 3 lines 1-25]. 
Therefore, it would have been obvious to a person of ordinary skill in the art at the time the invention was 
made to combine Callum with Qi and Anand, since one would have been motivated to increase the security 
or to make a cipher stronger and perform the encryption and decryption in less time [Anand, col. 2 lines 3-5, 
35-41]. 

As per claim 7 . the rejection of claim 3 is incorporated and Callum discloses: the clock cycle has a period 
of about 8ns [Fig. 3]. 

As per claim 8 , the rejection of claim 5 is incorporated and Callum discloses: wherein the eight clock cycle 
of the 3DES security processing comprise: a data input latch cycle; a first DES processing operation 
comprising two cycles; a second DES processing operation comprising two cycles; a third DES processing 
operation comprising two cycles; and a data output latch cycle [Fig. 3 col. 2 lines 46-67, col. 3 lines 1-25]. 
As per claim 22 , the rejection of claim 19 is incorporated and it encompasses limitations that are similar to 
limitations of claim 5. Thus, it is rejected with the same rationale applied against claim 5 above. 

As per claim 24 , the rejection of claim 22 is incorporated and it encompasses limitations that are similar to 
limitations of claim 7. Thus, it is rejected with the same rationale applied against claim 7 above. 
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As per claim 25 , the rejection of claim 22 is incorporated and it encompasses limitations that are similar to 
limitations of claim 8. Thus, it is rejected with the same rationale applied against claim 8 above. 

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded in 
public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise 
extension of the "right to exclude" granted by a patent and to prevent possible harassment by multiple 
assignees. A nonstatutory obviousness-type double patenting rejection is appropriate where the 
conflicting claims are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated by, or would have 
been obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. 
Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 
225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re 
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 
(CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to 
overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided the 
conflicting application or patent either is shown to be commonly owned with this application, or claims an 
invention made as a result of activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a terminal disclaimer. A 
terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b). 



Claims 1, 4-9, 11, 13-18, 27-30, 32, 34 are provisionally rejected under the judicially created 
doctrine of obviousness-type double patenting as being unpatentable over claims 1-6, 11-18, 23-28 of 
copending application no. 10/730640. Although the conflicting claims are not identical, they are not 
patentably distinct from the pending claim and as such are unpatentable for obvious-type double patenting. 

The copending application 10/730640 ('640): Claims 1-6, 11-18, 23-28 recite, "A security 
processing circuit for performing 3DES encryption or decryption service using a single DES engine, the 

security processing circuit comprising: the single DES engine operable to provide security processing, ; 

a select switch coupled to the data input of the security processing circuit ; a set of cipher keys 

selectively coupled to the single DES engine, wherein the security processing circuit is operable to select 



Application/Control Number: 10/730,681 Page 14 

Art Unit: 2135 

and load a different cipher key associated with each DES processing operation to the single DES engine 
during the three single DES processing operations of the 3DES security processing; and a clock input 
coupled to the single DES engine for timing clock cycles of the first, second and third single DES 
processing operations, wherein the 3DES processing is completing in eight clock cycles, or wherein in the 
first, second and third DES processing operations have a during comprising two clock cycles each, wherein 
the select switch (multiplexer) is operable to selectively couple one of the data input and the intermediate 
result to the single DES engine according to the state of a selection signal coupled to the select switch; 
wherein the set of cipher keys comprise three different cipher keys, each cipher key associated with one of 
the three DES processing operations of the 3DES security processing; wherein the clock cycle has a 
period of about 8ns; wherein the eight clock cycles of the 3DES security processing comprise: a data input 
latch cycle; a first DES processing operation comprising two cycles; a second DES processing operation 
comprising two cycles; a third DES processing operation comprising two cycles; and a data output latch 
cycle; wherein the security processing circuit reside within a network interface device of a host system for 
performing 3DES encryption and decryption services for the host system using a single DES engine; 
further a network interface device coupled with the security processing circuit, the network interface device 
being adapted to selectively encrypt outgoing data from a host system to cryptographically process data for 
transmission to a network. 

Claims 1 , 4-9, 11,13-18, 27-30, 32, 34 of the instant application are obvious over claims 1-6,11 -1 8, 
23-28 above, as they performing 3DES IPsec security processing service for a host system using a DES 
engine. It would have been obvious to one of ordinary skill in the art at the time the invention was made to 
utilize a single DES engine for providing gigabit/s IPsec security processing within a host network interface 
[Appl. # '640, page 1 lines 10-12]. 
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This is a provisional obviousness-type double patenting rejection because the conflicting claims 
have not in fact been patented. 

Response to Argument 

4. Applicant's arguments filed Jan. 07, 2008 have been fully considered. In view of applicant's 
argument that Qi does not teach or suggest "eight cipher blocks or eight round ciphering processes", is 
found persuasive. Newly found reference by Anand teaches the triple DES processing using the eight 
cipher blocks process [Fig. 1, 2A, 2B, col. 3 lines 32-52, col. 4 lines 3-25] and is used with the previously 
cited references. See detail action above. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 
Averbuj et al (US 7212631) - Apparatus and method for performing Kasumi ciphering 

McCanny et al (US 2003/0053623) - Apparatus for selectably encrypting or decrypting data 
Matsui et al (US 2002/0159599) — Block encryption device using auxiliary conversion 
Lim (US 2002/0003876) - Encryption apparatus using data encryption standard algorithm. 

Any inquiry concerning this communication or earlier communications from the examiner should be 
directed to NIRAV PATEL whose telephone number is (571)272-5936. The examiner can normally be 
reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Kim Vu 
can be reached on 571-272-3859. The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 

NP 

3/24/08 

/KIMYEN VU/ 
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